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Abstract: With the widespread application of 5G networks, data transmission speed and capacity have been signifi-
cantly improved, promoting innovative development in fields such as the Internet of things, autonomous driving, and
telemedicine. At the same time, higher requirements are put forward for network security. The progress of quantum
computing technology poses a major threat to the traditional public key cryptosystem. Shor's algorithm and Grover's
algorithm can crack public key cryptography based on the holeyer factorization and discrete logarithm problems re-
spectively, and improve the cracking efficiency of symmetric cryptography and hash algorithms. To address this chal-
lenge, multiple global standardization organizations are actively promoting the research and standardization of
quantum-secure cryptography. Firstly, the 5G network architecture and its security requirements were outlined, and
the impact of quantum computing on traditional cryptography was analyzed. Subsequently, the latest progress of

quantum-secure cryptography algorithms was introduced, and the integration methods of these algorithms in 5G net-
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work terminal access and data transmission security were discussed. Finally, a quantum-secure cryptography applica-

tion strategy was proposed and its technical feasibility was verified, in order to provide theoretical and technical refer-

ences for building a more secure and reliable 5G network.

Key words: 5G network, quantum-safe algorithm, network security, cryptographic application
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W G 8] (1) #52 AR T 1] 4% i) >R A OAuth # 1 ,
OAuth 4 F# (1) 43 & 38 3 TLS #p I %5 (1) 38 38 5
&% . TLS ¥ i¥ fdi il ECDHE 8¢ DHE #f 17 % %
NG

FRAE 3R 234, 48] 22 42 38 A5 KO T IPSec
P, AN 2B AE T TLS Hhill . RE X
KW TAEFEA R LR 2 2%, (H I35 K iAo
BRI — I B DA UE R A P R R A R
DUREH. X —BRY, B R E

FERCE AT E,  J3 2 TRAL R RS P AT B T A
BT, EEIBEEGHFIEBMER. ZR_E
Kol w2 AT, FIAE R s, i
X RN S5V R R B B A% R WL M R 58
"t

e e R, S EME AR
W, FRH TS B v, dUUE R 256 bit [
T ENREL, AR T RN EFIRE R
BB o1& B0 AR T HIE B %,
) g L AE Bk A5 A B R T 22 4 I JE X RR N
WS, HAE T A 0% PR P U K
RUEEH ERIE R AR, #EHA
A 256 bit 2 EH IR0 FR N A SR R B AL S B 1
DI S
323 AR

3GPP TS 33.310°° 5 XL T # 5 il 15 I 2% 3% %
AIEHEZE, 5] N T F PKI/CA (1) % & ML,
DL S {3 F NDS/TP 85 TLS P N G k1T &
PR INAIE o WX 0 A H )R p 3t 8 e 790 2 i
Fo, VERVIRENISE ML 1 S 03 55, 20
TP SN AN E PN & A TP -2 YN
IEE AT, 7B IS T I CA MU ET HAIE
TR T 55 E, B, B&5ME ZE K OM
TLS Bz 3k 5% 0 W 2 18] [ 20488 1 T TPSec
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Bz . TR A AR A A A R A E T
P11 (certificate management protocol version 2,
CMPv2) PO S ph Gl 45 s . Br s
2 T R T R B A B UL B O AL
FTEREME

Kol 4% FAUAE X509 [ Brobr v 5 A B
E AR EHFIERPERE T RZEENE
2, AEI U E A O S (D) B
FAEPF LG BN LB AR T %2 %
Bk () RARAIUE B, 78R — 57
A5 o [ I 5 A% 45 5 R B ik R PQC B3RP,
UbAl,  BEUE CMPV2 B I ¥ J2 5 i i e fi
& F = Aa5iE, DR CMP W B A% i <
g
3.3 AITMESH

5G W &5t i) ECIES 70 i . Milenage/TUAK
BLRER . WU /58 B LR 3 B0 DA K TLS/IPSec
BRI, ¥ 35 S R B ARV B B B 8
Bl BXFIXLRZEFIERP SRR TR, Wik Bk
R ITER AT . 0T AES X RRINEE Bk, 7R
it & 32 GB N /. % 12 18 Intel® Core ™ i5-
12600KF At ¥ 3% (3.70 GHz) H. i& 1T Ubuntu
20.04.4 LTS R4 EL T, {84 OpenSSL (3.3.2
WA, FIH “OpenSSL speed (algorithm)” iy 4>
XF % EIERAT 20 s PEREIINK, PPAS TR E. 7E
AH ) BRREE 3R 58 R, X RSA-2048. ECDSA (3
F5 ED25519 55 NIST P-256) &5 45 45 A B3 i 51k
AT . X T Kyber. Dilithium %5 J5 & 1 A 1
W, RAENIST RATMbR AL B, X

B 77 5 2% ST I REXT LA T . AR IR 2K
E6. £7,

R ARV TR P e B2 TR A B AT PR B 1) 5 M 2
Ko T SG W 2 %of %5 R A5 vk 1) 2L Ak 4 R 2R I
e AR, T EARE N 5. IR R &
e ISR EHE. MIWRTHE, BEFRENHAR
MREIEAREE . A B SCRB 4 RN EERT
g, AR S EUE BB RS . i,
BT 22 E LA RK/NE 64~2 592 byte, i
& G2 BE I A FH K /N I FE 32~256 byte.  Dil-
ithium B THfET B, 08 7 (8, 3 A TR o B
Fi3% 5. Sphines+% 442 il 5 S E sl B ek, =
LR R FELRERNE, FHER, NHRE
J%. Falcontli i fiski/, HIGAHEMRMR, %4
JUHAEX B/, 5 3 TE 2 BRI 3 B A A
Mo X T EF LRI EE, SGIFTHEM
B i 2 ey AT IA 31 20 Gbit/s, #WURCCL 375
SRARAC I AT =70 58, RUE T 1 ms ) 35 2135 18
iR, AES-256-CTRWIAZ[iZ%K. Ak, OpenSSL
FRYPE A Y ZUC-256. SNOW-V k. HAc
HIETSI SAGE CL7] 3GPP#£4Z T AES-256. SNOW-
V. ZUC-256 [ PFAt 45 5, 3GPP IETHRIBE I SCFF
256 bit MR I bR e BAR ISR

SRS, 8T IREA 5 R E A &0t
HRE ST BR ], NTE 5G4 b sz B AT RN
AEBRH AT N I RRAE R R =T A
Bk, ARG S bR e R P R H R EEN
TR SEO/NFIINGE H X 5GP 4% 15,
EEENE G IR IE B

®6 MFRMEBEIEMEMRERILL

AN W SR FEE 0 PR I P fE /- (Gbit-s™)

b 64 byte 256 byte 1 024 byte 2 048 byte 4 096 byte 8 192 byte 16 384 byte
AES-128-CBC 17.134 17.521 17.622 17.631 17.642 17.650 17.652
AES-128-CTR 35.390 68.520 91.750 96.770 99.400 100.840 101.400
AES-256-CBC 12.662 12.866 12.928 12.935 12.940 12.943 12.945
AES-256-CTR 29.510 57.810 71.200 74.010 75.790 76.310 76.610
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RT NPAFRELMRENTEE
FAEH N EE B B s 1254 i /56 2
Sk FIEA4FR GRS Fa KR KE 2KE mclock . clex ¥ /clock 4% /clock
byte byte byte Y cycle cycle
Kybers12 Level-1 1632 800 768 1.23x10° 1.55%10° 1.88x10°
AN/ Intel Core-i7 4770K
’;tﬂ)i”) Kyber768 Level3  eoret 2400 1184 1088 1.99x10° 2.35%10° 2.75%10°
Bl ZE (Haswell) CPU
Kyber1024 Level-5 3168 1568 1568 3.07x10° 3.47x10° 3.97x10°
Falcon-512 Level-1 Intel® Core® i5- 7553 897 666 1.9872x107  3.866 78x10° 8.234x10°
8259U at 2.3 GHz, )
Falcon-1024 LevelS  TurboBoost disabled 13953 1793 1280 63135x107  7.89564x10°  1.68498x10°
SPHINCS+
Level-1 4 2 17 . 2x10° 1386 105%10°  7.757 942x10°
SHA2s6). 12 L 6 3 088 5.590 602x10 386 105x10°  7.757 942x10
SPHINCS+ 3.1 GHz
Stasey 102r eVl Intel Xeon E3- 96 48 35664 8.227944x10°  2.329 738 8x10° 1.176 838 2x107
1220 CPU (Haswell)
SPHINCS+
W Lever-5 128 64 49856  2.176359x107 4.68 188036x10° 1.193 416 4x107
HFES qunaseyos6r TV * * )
Dilithium2 Level-2 2528 1312 2420 3.01x10° 1.355x10° 3.27x10°
Dilithium3 Level.y el Cored76600U 50 g5y 3293 5.44x10° 2.349x10° 5.22x10°
(Skylake) CPU
Dilithiums Level-5 4864 259 4595 8.19x10° 2.857x10° 8.72x10°
NIST P-256 Level-1 32 32 64 * 7.3%10" 233%10°
ED25519 Level-1 32 32 64 * 5.4x10* 1.73x10°
Intel Core-i5-
RSA2048 Level2  1h600KF @37 GHz 256 256 256 1.031 67x10° 1.441x10° 4.4x10°
NI/
. RSA2048 Level-2 256 256 256 1.093 64%10° 45x10° 1.458x10°

VE : *3R7K OpenSSL speed test AN 75 25 4 2 it »

4 HRIE

5G W 2% (¥ 22 A WL 5 2 DR 97 J0 2R 4 N A
O W BN e 8. T, AES.
SNOW 3G 1 ZUC 5%k FH 128 bit K, £F
B 25 2 A bR s TLS A IPSec B SR A% 0%
WEM, FFEHLZEFTmR 8, EFIHER
R T B HI 55 LA B SR 2 et . TRk
(1) 5G W AR 38 3 2o 5507 . 3GPP IEFEHERELE SG
I 28 H S 256 bit SRR N2 HIE R FL, TETF 4%
FrEAL LG AR HEE PQC N bR, IE R
i 1 S FFPQC S TLS 1.3 IKEvV2 A1 X.509 b
R,

AW, 5G M %% ¥ TLS A1 IPSec 7 B
T HEEEN, BERAETZERMEN.
[, 5G9 48 Ff IR FRoIn 25 5503k B 3¢ 475 938 I
ILUE F 256 bit B HH. TETI NFIEIERS, AT VR

R P RE . B OO AT SR B2, DA fR 7 55
TRAE 22 A VE AN RO T T 4 RER AL 5G I 2% 1) 56 B
fioRe MAh, EBEHED)E P PQC FLIRIIAT A A bR
AL AR, DLER 3R AR M 2% 2 s U T 0 5
Fe71, 9 5G W24 S BT 2 R R R A IR S
ExZa

SRk
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